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Step 1 : Step 2

Go to https://it.ufl.edu/2fa/get-started/ Be aware, once the you click “Enroll Now” you
will not be able to go back. At this point, you

can still cancel enrollment.

Read over and explore the “Get Started”
page. It contains good information.

Getting Started with Duo Security

You are about to Enroll in Two-Factor Authentication. Once you begin, BE SURE TO ADD AT
LEAST ONE DEVICE NOW or your access to services may be interrupted with a call to the UF
Computing Help Desk. Once you enroll, Two-Factor Authentication is enabled for vour account to
Two-Factor protected applications and envirenments

ENROLL NOW 3

Click “Enroll Now” to get started...

Click Here

Step 3

After reading what two-factor authentication
is and how it will be used, click “Start setup.”

Two-factor authentication enhances the security of your account by using a
secondary device to verify your identity. This prevents anyone but you from
accessing your account, even if they know your password.

This process will help you set up your account with this added layer of
security.

!Click Here

Step 4

Enter your phone number

Enter your device information:

What type of phone is 352-392-24657
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@ Moblle phone RECOMMENDED

Tablet (iPad, Mexus 7, etc.
Landlin U; What type of tablet are you adding?
Tablet

UZ2F token 105 (iPad, iPod Tauch)

Depending on the device you are enrolling,
there are different setup processes for each one.

Androld

Enter your phone number

United States

+1 | 3523922171 v

Landline p——

¥ (352)392:2171 Is s the correct number?

Step 6
To install the application on your mobile phone
or tablet, go to the app store on your device
and search for DUO Mobile...

Install Duo Mabile

1. Search for "Duo Mabile” in the store app.
2. Install the app.

m | have Duo Mobile installed

Application Install Links:

iOS Installation
Android Installation
Windows Installation

Continued on next page...
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https://it.ufl.edu/2fa/get-started
https://itunes.apple.com/us/app/duo-mobile/id422663827?mt=8
https://play.google.com/store/apps/details?id=com.duosecurity.duomobile 
https://www.microsoft.com/en-us/store/p/duo-mobile/9nblggh08m1g

Step 7 . Step 8

Step 9
Mobile Phone/Tablet

Additional devices can be added to
help authenticate your account:

|
Select your preference when you log in with your
After Installation, open Duo Mobile on your GatorlLink account.

device.

My Settings & Devices
. ) You really should add more than one device for your own
Activate Duo Mobile for i0S Click the +in the Q - henafit!
. 5 Landline 352-392-2171 . Device Options .
e upper right corner.
3. Scan this barcode.
V Or, have an activation link emailed to Hover over the QR Ca3 i05 352-392-2465
e code displayed on the ndd Device it
webpage.

s 3523022265 MoDbile Device

Default Device:

After the app
confirms that you
have enrolled,

When | login:

Automatically send this device a Duo Push v

HIGHLY RECOMMENDED!!! Add additional
devices to ensure that you can always have a

* Enrollment Successful!
a

Ask me to choose an authentication method

Way to go! You can now authenticate to any Automatically send this device a Duo Push
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Duo-protected service. Automatically call this device,
youcan select S way to access your account!
“Continue,” and then _
“Dismiss.” What we recommend
What it looks like: Choosing “Call Me” will call your proL0gin Request

device, from (352) 392-4357. It will

When you log into any ufl.edu webpage ask you to press 1 on your phone to

or application, you will be prompted to

UNIVERSITY of

henti log in.
authenticate: University of Florida
Device: | 10 DOCK-X0X-2465) v If you choose “Passcode”, you can account.it.ufl.edu Two-Factor
Choose an authentication method click the Green Key inside the Duo a\beﬂgaf%'@uf\ edu
Q calle qulle App and it will show you a six e o
digit code to enter on the webpage. Gainesville, L, US
Passcode Enter a Passcode

12:563:52 PM EST
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Duo Push send Me a Push h 984991 @

If you set your preferences above, it will
automatically proceed with verification. .
YP By choosing “Send Me a

Pushed a login request to your device... Push” it will send a request

You can select cancel at any time and choose a to your device and you have \/
different verification method or device. to click Approve.

Tan here for heln

Approve

Questions? Call/Text (352)392-2465 or Email ithelp@ufsa.ufl.edu
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